~ UBND TINH LANG SON CONG HOA XA HQI CHU NGHIA VIET NAM
SO KHOA HQC VA CONG NGHE DPéc 1ap - Tu do - Hanh phuc

$6:3033 /SKHCN-CPS Lang Son, ngay22thang 5 nam 2026

THONG BAO MOI BAO GIA
Thuc hi¢n dich vu Kiém tra danh gia dinh ky an toan thong tin cho cac h¢
thong théng tin cia tinh va hé thong cho trung tam tich hop dik liéu tinh.

Kinh gtri: Cac cong ty, doanh nghiép cung cip dich vu.

Can clr Ké hoach so 333/KH-UBND ngay 31/12/2025 cua UBND tinh
Chuyén doi so trén dia ban tinh Lang Son nam 2026. S& Khoa hoc va Cong
nghé tinh Lang Son dang c6 nhu cau lva chon cé,c C(“),ng ty, don vi cung cap:
dich vu air van cong ngh¢ thong tin, dich vu fwr van Dau thau va dich vu tham
dinh gia dé tham khdo, 1am co s¢ xay dung dy toan mua sam dich vy “Kiém tra
danh gia dinh ky an toan thong tin cho cac h¢ thong thong tin cua tinh va hé
thong cho trung tam tich hop dit liéu tinh”.

S¢ Khoa hoc va Cong nghé tinh Lang Son t6 chirc tiép nhan hd so bao gia
v61 ndi dung cu thé nhu sau:

I. Thong tin yéu cau:

1. Don vi yéu cau bao gia: S¢ Khoa hoc va Cong ngh¢ tinh Lang Son
(Dia chi: So 01, duwong Mai Thé Chuan, phuwong Luwong Van Tri, tinh Lang Son)

2. Pia diém tiép nhan bao gia: S& Khoa hoc va Céng nghé tinh Lang Son.

3. Thoi gian tiép nhan bao gia: Tir ngdy 22/5/2026 dén ngay 26/5/2026.
Cac bao gia gui sau thoi diém trén s€ khong dugc xem xét.

I1. N§i dung yéu cau bio gia:

- Xem chi tiét tai cAc Phu luc dinh kém.

- Thong tin trao d6i: 6ng Duong Anh Quén, Chuyén vién Phong Chuyén
doi s0, S& Khoa hoc va Cong ngh¢ tinh Lang Son, dién thoai: 0949.269.811.

S¢ Khoa hoc va Cdng nghé tinh Lang Son tran trong théng bao va rat

mong nhan duoc su hop tac caa cac don vi quan tdm tham gia./.

Noi nhgn: KT. GIAM POC
- Nhu trén; PHO GIAM POC

- Lanh dao So; Z -H.C, P
,,6.:'
5/ KHOAHOC "'7;

- Cac phong, don vi thudc S¢;
- Luu: VT, CBS.




Kinh giwri: S¢ Khoa hoc va Cong nghé tinh Lang Son
Ngay .... /05/2026 ching toi ( ghi tén cong ty) nhan dugc cong vin so .... cia Quy don vi, ching tdi xin bao gia cac hang
muc cOng viéc theo yéu cau cia Quy don Vi nhw sau:

PHU LUC: MAU BAO GIA

TT Noi dung Dt?:hvl So lwong }zg;}g)l)a (F\F/IXI_I?) Tlg}l;\l;];;en Ghi cha
Kiém tra danh gia dinh ky an toan
| thong tin cho cac hé ,th(")ng thong Goi 1
tin cta tinh va hé thong cho trung
tam tich hop dir liéu linh:
Klém tr?. dainh ?ié an toan t‘hénfg tin fiéi Danh muc thiét bi vi noi
1 Vol ha tang thict bi mang va tuong lira dung yéu cau chi tiét tai Phy
tai Trung tén} tich hop dit liéu tinh s6 luc 01 - :
lugng 15 thiét bi. ’
Kiém tra, danh gia phat hién mi doc Danh myc mdy chi va noi
2 . . , A 1s dung yéu cau chi tiét tai Phu
cho 110 may chu do, 70 may chu vat ly. luc 02
Kiém tra danh gi4 an toan thong tin d6i Danh myc hé thong thong tin
3 v6i cac phan mém, ung dung, web s6 va nodi dung yéu cau chi tiét
lugng 25. tai Phu luc 03
Luu y:
e Bao gia co gia tri 120 ngay va di bao gdm thué, cac loai phi lién quan (néu co).
e Thoi gian thyc hién: Ké tir thoi diém hop dong c6 hiéu lyc.
e Thoi gian trién khai: 60 ngay ké tir ngay ky hop dong.

PAI DIEN CONG TY




PHU LUC 01: NQI DUNG KIEM TRA, PANH GIA AN TOAN THONG TIN POI VOI THIET BI MANG

STT Noi dung cong viéc thue hién
1 | Khio sat, thu thip cac thong tin lién quan dén muc tiéu cin danh gia
2 | Nhan dién thiét bj (Audit)

2.1 | Nhan dién hostname, loai hé diéu hanh, phan mém 16p giira
2.2 | Xac dinh cac cong mé, cac dich vu hoat dong trén cac thiét bi
3 | Do quét 16 hong bio mat (VA)
31 | Sudungcac cac hé théng/ cong cu dé xac dinh cac 16 hong, diém yéu dang ton tai trong cac thanh phan duoc cai
dat/ cau hinh trén thict bi
3.2 | Kiém tra cac ban cac ban patch, update da cai dat
3.3 | Kiém tra cac chinh sach, cdu hinh an ninh, an toan trén thiét bi
3.4 | Kiém tra chinh sich mat khau
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PHU LUC 02: KIEM TRA, PANH GIA PHAT HIEN MA POC CHO 110 MAY CHU AO, 70 MAY CHU VAT LY

STT Noi dung cong viéc thuc hién
1 | -Khao sat, thu thap cac thong tin lién quan dén muc tiéu can danh gia
, |” Do quét, phat hién ma doc, 16 héng, diém yéu cua hé théng, thir nghiém tan cong xam nhap ddi voi cac
thiét b1 hé thong, hé di€u hanh, tng dung, co s¢ dir licu va cac thanh phan khac lién quan trong hé thong;
s |° Pua ra phuong 4n va ké hoach xir 1y 16 hong, diém yéu va phuong an cau hinh, ting cudng bao mat doi

v61 cac ndi dung kiém tra dugc danh gia la chua dat




PHU LUC 03: NOQI DUNG KIEM TRA, PANH GIA AN TOAN THONG TIN POI VOI PHAN MEM, UNG DUNG, WEB

Danh sach wng dung, web

Hé théng nén tang tich hop, chia sé dir liéu cta tinh (LGSP)

Nén tang Cura khau so

Hé théng Thu dién tir cong vu

Hé théng CSDL S6 hoa thii tuc hanh chinh

GOl |wWiIN|F

Cong khai thac dit liéu chuyén ddi s6

Chuyén ddi sé trong cac nganh Giao thong van tai, Tai nguyén va Mbi truong, Noi vu, Thong tin va Truyén thong,
Nong nghiép va Phat trién nong thon, Xay dung.

7 Nén tang danh tinh s6

8 Kho dir liéu dung chung (data lake) phuc vu phén tich, du bao hd trg qua trinh ra quyét dinh cta tinh

9 Heé thong hop hoi nghi truyén hinh tryc tuyén

10 Hé thong thong tin ngudn

11 Heé thong trung tdm giam sat, diéu hanh an toan, an ninh mang (SOC)

12 | Nén tang CLOUD

13 Chuyén dbi s6 trong cac nganh Tai chinh, Ké hoach va Pau tu

14 H¢ thong phan mém Quan 1y ho so cén bd, cong chirc, vién chirc

15 | So tay dang vién

16 Heé thong quan 1y co so dir liéu Xay dung tinh Lang Son

17 | Hé thong quan 1y CSDL dy an dau tu x4y dung co ban

18 | Hé thdng quan 1y thong tin dat dai - Elis cloud

19 Heé thong thi dua khen thuong tinh Lang Son

20 Hé théng danh gia, xép loai chi s6 CCHC tinh




21 Hé théng hd tro thu thap, quan 1y, khai thac co s& dit liéu nganh va trung tam diéu hanh gido duyc tinh Lang Son
22 Hé théng phan mém co s dit liéu vé cong tac dan toc
23 Nén tang quan 1y gi4 tinh Lang Son
24 Hé théng nén tang phuc vu san xuit néng nghiép thong minh trén dja ban tinh Lang Son
o5 Phan mém Quan 1y cip gidy chimg nhan vé sinh an toan thyc pham va két qua thanh kiém tra vé sinh an toan thuc
pham tinh Lang Son
Noi dung cong viéc thuc hién
STT Noi dung ‘ M0 ta chi tiét cong viéc thwe hién
1 Thu thap thong tin (Information Gathering)
11 Sgnduélf liggf gg E[llﬁ l;férgltigsc Thong tin vé hé théng duoc thu thap thong qua cac search engine phd bién nhu:
' tin gt g Google, Bing, Baidu.
12 Xem thong tin web server dé tim | Thu thap cac 16 hong da duge cong bb tir thong tin web server, phién ban cii hon
' kiém thong tin hodc céac 10 hong ton tai ¢ cac version khac nhau.
‘ Thong tin dugc thu thap trong qua trinh ndy bao gom:
Xczm 1ot dung Coelrr}ent ‘Ava - Danh sach thu muc, duong dan thu muc trén hé théng.
1.3 théng tin meta data dé tim kiém
thong tin - Danh sach cac thu muc ma Spider hoic Crawler khong truy cap t6i.
14 Xac dinh cac diém vao cua ung | Tim kiém cac dau vao dit liéu cua ung dung vi du: 6 tim kiém, dang nhap, truy van
' dung dir liéu tr nguoi dung.
15 Anh xa céc duong din thuc thi P%lan, tich trang ba‘o 161 Eham thu dugc nhiing thong tin vé hé thong: thong tin phién
ban Umg dung, duong dan thu muc web.
16 Diéu tra v& nén tang va cong | Nhan dién framework ma Gmg dung web dang sir dung, vi du: DotNetNuke, Drupal,
' nghé web server Joomla.
2 Kiém tra cau hinh (Configuration and Management Testing)




2.1 Kiém tra cAu hinh tng dung Panh gia ciu hinh cta tmg dung dira vao céc file cau hinh tim thy.
29 Kiém tra kha ning xtr Iy cac dinh | Panh gia qua trinh xir 1y ctia tng dung Web véi nhiing tap tin c6 phan mé rong dic
' dang file. biét, co tén dai.
Xem lai cac file ci, file backup, | ;.2 .~ .. . A 1A A
2.3 c4c file du thira Tim kiém tap tin cii, backup, sample chua dugc x6a trén hé thong.
24 Tim kiém, liét ké trang admin Tim kiém giao dién quan trj cta tmg dung.
o5 Kiém tra cac phuong thirc Xac dinh nhing giao thirc dugc hd tro ngoai GET va POST (bao gdm OPTIONS,
' HTTP GET, HEAD, POST, PUT, DELETE, TRACE, CONNECT).
26 Kiém tra van dé bao mat ting | Kiém tra ing dung c6 bat budc trinh duyét sir dung kénh an toan dé truyén dit liéu
' van chuyén HTTP hay khéng.
3 Danh gia quan 1y dinh danh (Indentity Management Testing)
31 Kiém tra dinh nghia céc vai tro KlAem tra cac tai khoan da dugc phan quyén ding dan phu hop vdi nhu cau cong
viéc hay chua
Kiém tra qua trinh dang ky nguoi | Danh gia qua trinh dang ky tai khoan c6 an toan: c¢6 co ché chong bot dang ky tu
3.2 \ . I A . s A
dung dong, co ché xac nhan khi dang ky thanh cong.
Panh gia hé théng thong qua bai test:
33 Kiém tra kha ning liét ké, tim tai | - Pang nhdp t€n tai khoan ding va méat khéu sai.
' khoan - Déng nhap tén tai khoan sai véi mat khau bt ky. Sau d6 so sanh sy dép tra cia he
thong doi voi hai bai test trén.
4 Danh gia qua trinh x4c thuc (Authentication Testing)
4.1 Kiém tra kenh truyén ndi dung Kiém tra cac thong tin ding nhap c6 dugc ma hoa khi truyén hay khong

thong tin dang nhap




Thyc hién thir nghiém dang nhap ddi voi mot sb tai khoan mac dinh thong dung vi

4.2 Kiém tra cac x4c thuc mic dinh : .2
du: admin, administrator, system, manager, super, user, supperuser, root.
.2 s < | Thu nghié h hap nham t ta hé thd
Kiém tra kha nang leo thang dic u nghiém cac phuong phap nham truy cdp dugc tai nguyén cua hé thong ma
4.3 wvén khong can phai xac thuc: truy cap thing t6i tai nguyén, do doan SesionlD, thay dbi
awy tham s6 request, SQL Injection.
Kiém tra cac ddi twong lién két | _, RN , A 1A A , .
4.4 £ N ong Danh gia qua trinh xéac thuc trén cac kénh truyén khac: mobile, tablet.
truc ti€p khong an toan
Kiém tra tinh nang ghi nhé mét |, .. .. o A A
4.5 k}igﬁl fa Hnf nang gt Mo mat | panh gia chtrc nang ghi nhd mat khau cua ing dung c6 an toan hay khong.
16 Kiém tra chirc ning luu cache | Kiém tra chirc ning luu cache trén trinh duyét c6 luu lai cac thong tin nhay cam nhu
' trén trinh duyét user, password, cookies.
Tién hanh danh gia chinh sich vé mat khau an toan trén hé théng théng qua qua
Kiém tra chinh sach dit mat | trinh:
4.7 2 - 3 A 1A &
khau - Tao tai khoan méi trén hé thong.
- Thay d6i mat khau cia tai khoan.
Danh gia théng qua céc bai kiém tra:
- Nguoi dung c6 thé thay d6i mat khau cua ngudi ding khac hay khong.
48 Kiém tra tinh nang ddi mat khau,
' reset mat khau - Nguoi dung c6 thé vuot qua hodc pha v& co ché reset mat khau hay khong: doan
token, can thiép vao dia chi e-mail nhan token.
- Hé théng c6 ton tai diém yéu CSRF hay khong.
Kiém t hé xéc th 4 2 - s A 1ia
4.9 1em ta co CAS xac tUe qua €ac | 1idm tra co ché xéc thuc qua céc thanh phan lién quan.
thanh phan lién quan
5 Danh gia qué trinh quan 1y phan quyén (Authorization Testing)




51 Kiém tra  1di Directory | Kiém tra Directory traversal/file include thong qua céc thanh phan cho phép nhap
' traversal/file liéu: URL, webform.
Thuc hién kiém tra:
_7 - Truy cap tai nguyén khi chua xac thuec.
Kiém tra kha nang vuot qua co Y ~ i~ ax Z
5.2 L oA A - Truy cép tai nguyén sau khi da dang xuat.
ché phan quyén == — ——
- Truy cép toi tai nguyén yéu cau tai khoan mirc cao hon.
- Truy cap tdi cac chiic ndng cua quan tri vién.
53 Kiém tra kha nang leo thang dic | Thir nghiém nang cao quyén hién tai ciia ngudi ding hodc tao ra mot tai khoan co
' quyén quyén cap cao hon
54 Kiém tra cac ddi twong lién két | Thuc hién thay d6i tham s6 nham cb ging truy cap cac tai nguyén khac, cac tai
' truc tieép khong an toan nguyén c6 do bi mat cao hon hoic vuot qua co ché cap quyén.
6 Dbanh gia quan ly phién (Session Management Testing)
6.1 Kiém tra kha nang vuot qua co Kiém tra cac thanh phﬁn ciia mot session nhim dam bao cac thong tin dugc tao ra
' ché quén 1y phién an toan va khong thé do doan duogc
6.2 Kiém tra céc thudc tinh cua Tién hanh phan tinh cac thudc tinh trong cookie, bao gém: thudc tinh Secure,
' cookie HttpOnly, Domain, Path, Expires
6.3 Kiém tra 16i Session Fixation Kiém tra hé théng c6 ton tai diém yéu Session Fixation hay khong
6.4 Kiém tra cac bién c6 kha ning 16 | Kiém tra cac thong tinh trong Session Token c6 duoc gitr bi mat bao gdm Cookie,
' thong tin SessionID, Hidden Field; Session Token co thé tai st dung hay khong
6.5 Kiém tra 13i Cross Site Request Tién hanh céc bai kiém tra nhim tim kiém, xac dinh diém yéu CSRF c6 ton tai trén
' Forgery ung dung hay khong.
- banh gia vé giao dién dang xuét cho ngudi dung cé tryc quan, tién lgi, dé thao
. . tac.
6.6 Kiém tra tinh ndng dang xuat

- Haé thdng c6 tu dong dang xuat khi nguoi dung khong thao tic sau mot khoang
thoi gian hay khong.
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‘ - Session c6 bi ngat sau khi ddng xuat hay khong,

7 Panh gia qua trinh kiém tra dit liéu dau vao (Data Validation Testing)
71 Kiém tra 13i Cross Site Scripting Eﬁeﬁrr?g tra hé thong c6 ton tai diém yéu Reflected, DOM-Base, Stored XSS hay
1.2 Ip<(;|e|rlljltiot;a loi HTTP Parameter Kiém tra hé théng c6 ton tai diém yéu HTTP Parameter pollution hay khong
Kiém tra 16i SQL Injection:
Oracle, MySQL, SQL Server, | ., .z A 1A A U S o o
7.3 PostgreSQL, MS Access, Kiém tra h¢ thong co ton tai diém yéu SQL Injection hay khong
NoSQL
7.4 Kiém tra 16i LDAP Injection Kiém tra hé thong c6 ton tai diém yéu LDAP Injection hay khong
7.5 | Kiém tra 16i ORM Injection Kiém tra hé thong c6 ton tai diém yéu ORM Injection hay khong
7.6 Kiém tra 16i XML Injection Kiém tra hé théng c6 ton tai diém yéu XML Injection hay khong
7.7 Kiém tra 15i SSI Injection Kiém tra hé thong c6 ton tai diém yéu SSI Injection hay khong
7.8 Kiém tra 161 XPath Injection Kiém tra hé thong c6 ton tai diém yéu Xpath Injection hay khong
7.9 ﬁ]}zléltiontra ot IMAP/SMTP Kiém tra 16i IMAP/SMTP Injection c6 ton tai trén tmg dung hay khong.
Kiém tra 18i Code Injection: Kiém tra h¢ thong c6 ton tai diém yéu Code Injection hay khong:
7.1 Local File Inclusion, Remote Local File Inclusi
File Inclusion - Local Fiié Inclusion.
- Remote File Inclusion.
71 Kiém tra 18i Command Injection Kiém tra hé thongAco cho phép nhdp va xur 1y cac cau lénh muc hé diéu hanh
(Command) hay khéng
7.1 Kiém tra 1o Buffer overflow: Kiém tra hé théng c6 ton tai diém yéu tran bo dém hay khong, bao gdm:

Heap overflow, Stack overflow,
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Format string

- Heap Overflow.

- Stack Overflow.

- Format String.

Kiém tra cac 18i c¢6 thé phat sinh

Day 1a bai kiém tra phtc tap, bao gdm mét sé budc kiém tra:

- Thanh phan upload: co ché loc file, c6 thé bj bypass hay khong.

7.1 khi van hanh - Piém 7yé1i li.éAn quan dén SQL/XPATH Injection cho phép hacker upload ndi dung
vao co so dir liéu
- Cau hinh hé thdng c6 cho phép cai dat cac goi hodc thanh phan ung dung hay
khong.
_q - Kiém tra kha nang bi tdn cong trén nén cua giao thie HTTP bao gom:
71 Kiém tra 161 HTTP
' Splitting/Smuggling - HTTP splitting.
- HTTP smuggling.
8 Kiém tra xir 1y 15i (Testing for Error Handling)
9 Kiém tra ma hoa (Cryptography)
o1 Kelﬁmc gzacgaghgl;égojé SjnL/ TVLai Pénh gi4 mirc do an toan ciia SSL/TLS: giao thirc, thuat toan ma hoéa, d6 dai khéa,
' yeu, vag £ ¢he © 1N VAl | BEAST, CRIME, Heart Bleed, Poodle.
chuyén khong hi¢u qua
9.2 Kiém tra 18i Padding Oracle Kiém tra hé théng c6 ton tai diém yéu Padding Oracle hay khong
Bao gdm 2 bai kiém tra:
93 Kiém tra cac thong tin nhay cam | - Ung dung c6 st dung HTTPS khi truyén dir liéu nhay cam hay khong.
' trén cac kénh khong ma hoa . - .
- Ung dung c6 bat budc nguoi dung sir dung HTTPS hay khong néu nguoi dung
chi nhap HTTP.
10 bénh gid hoat dong nghi€p vu (Business Logic Testing)
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Kiém tra kha nang xac thuc dir

Kiém tra dit liéu logic dau vao can duoc kiém tra, thim dinh k¥ cang trude khi duoc

101 T igu logic thyc thi
10.2 Kiém tra kha ning ép budc cac | Thir nghiém thyc hién cic bién phap pha v& cdu tric ludng cong viée dé tién toi
' yéu cau budc cudi cung trong ludng
Bao gém qua trinh:
- Quan sat, phan tich cac gia tri an trong hé thong,
103 | Kiém tra vén d& tich hop - th’an tich su thay doi (néu cd) cua gia tri nay trong toan by qua trinh hoat dong
cua ung dung.
- Thuyc hién thao tac thay doi gia tri nham danh gia ing dung c6 ton tai diém yéu
hay khéng.
Kiém tra van dé gidi han s6 1an | Tién hanh kiém tra véi mdi chic ning, thanh phan c6 thé twong tac mot lan hay
10.4 | lién tiép thyc thi cung mot chirc | nhiu lan, dong thoi thuc hién cac bai danh gid nham vugt qua, phd v& chinh séch
nang trong mot khoang thoi gian | kiém soat do
Thtr nghiém kha nang lam dung cac chtrc nang:
- Thir nghiém truy cap vao tap tin khong dugc phép tai vé
105 Kiém tra su xung dot trong luéng - Thay dau nhay don (‘) vao vi tri cua ID number.

hoat dong

Thay d6i GET thanh POST.

Thém céac tham s6 vao request.

Giri request c6 tham s6, gié tri triung lap.
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