_ UBND TINH LANG SON CONG HOA XA HQI CHU NGHIA VIET NAM
SO KHOA HQC VA CONG NGHE Poc 1ap - Tw do - Hanh phic

S6:830 /SKHCN-QLCN&DMST Lang Son, ngay /7thang 10 ngm 2022
V/v tang cudng cong tac ddm bado ATANM,
bao v&€ BMNN trén khong gian mang

Kinh gui: Cac phong, don vi truc thudc

Hién nay trén moi trudong mang xuat hién rat nhi€éu phan mém gian di¢p
nguy hiém c6 kha ndng tan cong hé thong mang may tinh ctia cac co quan hanh
chinh nha nudéc nham muc dich phd hoai, lay cdp thong tin, bi mat nha nudec...

D¢ tang cuong cong tdc dam bao an toan, an ninh mang, bdo v¢ bi mat
nha nudc trén khong gian mang, yéu cau toan thé cong chuc, vién chirc, nguoi
lao dong So:

1. Thuc hién nghiém tic cac vin ban chi dao, huéng dan ciia Pang, Nha
nudc, cua tinh vé cong tac bao ddm ATANM, bao vé BMNN trén khong gian
mang, trong tam 1a: Nghi quyét s6 30-NQ/TW ngay 25/7/2018 ciia B6 Chinh tri
vé Chién lugc An ninh mang qudc gia; Chi thi s6 01/CT-TTg ngay 18/02/2021
ciia Thu tuéng Chinh phu vé ting cuong cong tac bao vé an ninh mang trong
tinh hinh hién nay; Luat An ninh mang; Luat Bdo v¢& bi mat nha nudec...

2. Chap hanh nghiém quy dinh cua phap lut vé bao vé BMNN, quy ché
dam bdo an toan, an ninh thong tin ctia don vi ban hanh tai Quyét dinh sd
55/Qb-SKHCN ngay 8/5/2017 ctia S& Khoa hoc va Cong nghé. Trong do, cha
y:

- Nghiém cam loi dung vi¢c str dung Internet nham muc dich: Chéng lai
nha nuéc Cong hoa xa hoi chi nghia Viét Nam, gay phuong hai dén an ninh
quéc gia, trat tu an toan xa hdi; kich dong bao luc, doi truy, t€ nan xa hoi, mé tin
di doan; pha hoai thuan phong my tuc ctia dan toc.

- Nghiém cam tiét 10 bi mat nha nudc va cac bi mat khac da duoc phap
luat quy dinh.

- Khéng choi céc trd choi truc tuyén (game online) hodc cac trd choi khac
trén Internet trong gio lam viéc; Choi cac tro choi truc tuyén hoac cac tro choi
khac trén Internet sit dung mdy tinh co quan.



- Khong sir dung may tinh co quan truy cdp hodc tai cac trang website cO
ndi dung ddi truy, phan dong, cac chuong trinh khong rd ngudn goc,. ...

- Khi str dung hé thong thu dién tir (Email) khong duoc kich chudt vao bat
ct thu dién tu, t¢p dinh kém, duong link, thu rac, thu quang cao nao khong rd
ngudn gdc va khong xac dinh duge ngudi giri.

3. Nghiém cam soan thao, luu giir tai liéu BMNN trén may tinh két nbi
Internet, mang vién thong, mang may tinh hoic két ndi cac thiét bi khac (dién
thoai thong minh, USB chuwa dwoc kiém tra an todn, an ninh, thiét bi ngoai vi)
vao may tinh ding dé soan thao, luu trix tai liéu c6 ndi dung BMNN.

4. Phong Quan ly cong nghé va doi moi sang tao chil tri, phdi hop véi cac
phong, don vi ra soat hé théng may tinh mang ndi b, kip thoi phat hién, loai bo
cac chuong trinh ctra hau, ma doc gian di¢p, 16 héng bao mat,... con ton tai.
Tham muu dau tu co s& vat chat, thiét bi, phuong tién ky thuat, phat trién nguén
nhan lyc trong cong tdc dam bao ATANM.

5. Bé nghi truéng cac phong chuyén mon, thu trudng cac don vi thudc So
thuong xuyén quan triét dén toan thé cong chirc, vién chiic, nguoi lao dong
trong pham vi quan 1y, c6 bién phap gidm sat thyc hién nghiém tic cac ndi dung
néu trén va chiu trach nhiém vé ATANM, bao vé BMNN trén khong gian mang
trong pham vi tham quyén quan 1y./.

Noi nhdn: GIAM POC
- Nhu trén; =TI

- Lanh dao So;
- Luu: VT, QLCN&DMST.

~ Nguyén Thij Ha
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